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I. INTRODUCTION
1.1 Motivation

Power electronics is the application of electronic components and devices for the control
and conversion of electric power. Power electronics applications have extended from renewable
energy interfacing with the utility grid to electric traction. With energy conversion in the power
electronic stage, several problems may occur due to internal and external reasons. Power
electronic systems thus need to be sustainable for these problems by ensuring power availability
during the power conversion process and utilizing proper topologies to satisfy application
requirements.

Renewable energy is usually defined as energy that comes from resources which are
naturally supplemented such as sunlight, wind, rain, tides, waves and geothermal heat. In many
renewable energy applications, the source is typically of direct current (DC) type while the load
or grid side is commonly of an alternating current (AC) type. Faults can occur within the power
electronic system, on the source side, load side, or grid side, as applicable and depending on the
application. If essential components fail in the power converter, unavoidable fault conditions
may cause fault propagation across the system and lead to cascaded series of faults. Thus, fault
detection and fault diagnosis should be included in each power electronic system to prevent such
failure, in other words, to increase the system’s stability and reliability.

1.2 Challenges

Each component in a power electronic converter has its irreplaceable function and
importance. Conventional power electronic circuits do not typically have the capability to
survive from any failure except with added components or added control and diagnosis

functionality. A motivational example is a typical DC/DC boost converter operated in continuous



conduction mode (CCM) as shown in Fig. 1 where L is the inductor’s inductance, S represents a
MOSFET (with built-in reverse diode), D represents a diode, and C, represents capacitance of
the output capacitor. The small green squares represent sensors for voltage and current
measurements. This topology can boost the input DC voltage to higher output DC voltage
applied to the load. The voltage and current controls form a closed-loop control system to track a
desired output voltage reference value. For instance, if the output capacitor fails as an open
circuit shown in a red spark in Fig. 1, high voltage ripple will be seen on the output side (load)
due to inadequate voltage ripple filtering. Another example is when S fails leading to the control
loop losing its ability to control the output voltage value, and if S fails as an open circuit, the DC
source will be short circuited. Examples of a failed MOSFET and capacitor are shown in Fig. 2.
Note that the diode and inductor can also fail and cause the circuit to fail. Thus, if the circuit in
Fig. 1 or any other power electronic converter is implemented in a safety-critical or reliability-
critical application, the failure of a component may cause the converter failure, and in turn

propagate to cause a larger system failure.
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Fig. 1. Boost converter example



Fig. 2. Example of failed component a) Failed MOSFET b) Failed capacitor
1.3 Contribution

Conventional power electronic converters face high risks of component failure which
may be irretrievable or irreversible. This thesis thus proposes a hybrid approach of recovering a
converter from component failure through engaging redundant components using logic-based
fault diagnosis. Using the conventional circuit and closed-loop control, more functional controls
are introduced as summarized in Fig. 3 which illustrates at a high level the research done as part
of this thesis. As shown in Fig. 3, the use of sensor feedback is no longer limited to closed-loop
control, but also to provide necessary information to execute the proposed control, in addition to
more sensor feedback that might be needed. The shadow of each component illustrates a
redundant component that is engaged once a main component fails, to ensure the health of the
circuit. The proposed control has three main stages: 1) Pre-processing is applied to the measured
signals, such as calculating useful quantities, setting proper tolerances, etc; 2) Different logic-
based methods are used for fault diagnosis by correlating the quantities available from the pre-
processing stage; and 3) Recovery signals are generated and sent to eliminate the failed
component and engage the redundant component.

The proposed methodology is expected to improve the stability and reliability of the
power electronic system integrated fault diagnosis. Its fast fault detection, diagnosis, and
recovery can avoid the extended unhealthy operational condition of the system. By correlating
different quantities available from sensor feedback and comparing them to healthy conditions,

robust diagnosis is achieved and avoids making false diagnosis or wrong decisions even with
3



some unavoidable fluctuation of one or more measured signals. Some tolerances of all the
quantities are selected to decrease the impact of inherent harmonic components, noise and
unpredictable variations, and the training or design period of the fault diagnosis algorithms is
critical but not complex. The proposed methodology is straight forward for implementation on
existing digital control platforms with existing controllers, and is forecasted to have significant
advantages in hybrid and electric transportation systems, renewable energy systems, and other
power electronics applications which cannot tolerate long down time caused by faulty conditions
in essential components. Although the redundancy strategy induces the increase of the cost,
redundancy is standard practice in safety critical applications and costs less than a complete
replacement of a converter when a single component fails. For example, hardened epoxy that
fills converter enclosures to tolerate ambient temperature fluctuation and avoid humidity
penetration, such as in solar micro-inverters, prevents replacement of specific components and
requires a complete replacement of the micro-inverter, but the proposed strategy would include
redundant components and intelligent fault diagnosis to engage such components as part of the

micro-inverter to increase its lifetime without invasive maintenance.
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Fig. 3. Boost converter — Proposed methodology-based control
Il. LITERATURE REVIEW

2.1 Review of Major Power Electronic Components’ Fault Modes

When current flows through a component, the current input side of the component is
termed an input node (IPN), and the current output side of the component is hamed as output
node (OPN). The abnormal relationship between the IPN and OPN forms two main fault modes,
open-circuit (OC) and short-circuit (SC) faults, of power electronic components. An OC fault is
when no connection exists between the IPN and OPN, while an SC fault is when the IPN and
OPN are tied together directly or through some extremely low-resistance path. Major
components which may encounter faulty conditions include power semiconductors, e.g.,
MOSFETSs, insulated-gate bipolar transistors (IGBTs), and diodes, in addition to inductors and
capacitors. In a survey of power electronic converters [1, 2], semiconductors were shown to be

the most common to fail for numerous reasons, including the surrounding environment of a



power converter being the major root cause. For example, humidity can wet a component
causing its failure. Electrical transients were also a main reason for component failure. For
example, inrush current commonly accompanies the starting transient of a power electronic
converter and may exceed semiconductor device’s rated current causing the device failure. This
is similar to heavy loading conditions that may cause similar semiconductor device failure.
Therefore, it is important that when a power electronic converter is designed, nominal or steady-
state, transient, and faulty conditions should be considered.

Significant work has been done to diagnose switch OC of switching semiconductor
devices in multiple systems, such as the matrix converter drive system and the single power
switch system. In [3], the fault diagnosis methods relied on measurements and comparisons to
healthy conditions. Based on comparisons of nine pairs of the measured input and output voltage,
nine error values were created. The voltage errors are assigned to nine bi-directional switches of
the matrix converter. If any dedicated voltage error signals exceed the threshold, it is possible to
detect and locate the faulty switch. In [4], error is also induced to diagnose the fault where the

express is:

e, =i, —i,
where i’ is the reference current value in a matric converter phase, i is the measured value, and
e, is the error All the errors were compared with a threshold to make a decision of the fault

diagnosis. In the single switch system, only one current measurement was needed and fault
diagnosis was simpler. The post-processing of the measured current included the absolute and

average values of the measured current, in addition to the average error value. The final

diagnostic variables d, were calculated as,
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where <|in|> is the average value of the absolute value of the phase current and(e, ) is the average

error value. In [5], diagnostic variables were fed into a fault detection and localization system
where wavelet theory was used to decompose the current component to obtain some necessary
coefficients. By investigating the root mean square (RMS) value of these coefficients, the feature
of the single-switch or double-switch OC fault could be distinguished and located. Another
intelligent method to avoid switch SC fault damaging the power electronic system was through
bypassing the faulty switch. The approach in [6] was applied to a multi-level converter that
inherently survives OC faults, thus SC faults were masked in [6] to look like OC faults which are
survivable. Fuses and relays were used to isolate the SC switch and converter, the SC fault to an
OC fault leading to survival of the converter. Another method, remedial action, was also
presented in the literature [7]. This method is heavily reliable on the converter topology and was
applied to a phase-shifted full-bridge converter. Basically, the first step of its fault diagnosis is by
measuring and combining real-time criteria and gate driver signals for semiconductor switches.
Then proper actions were taken to reconfigure the converter and adjust the output voltage using
various steps including a spare switch. Diode failures have also been shown to include OC and
SC conditions. Diode failures could cause the distortion of the current waveform since current
can flow in both directions in the location where a diode SC occurs, or will stop flowing if an OC
occurs. The Fast Fourier Transformation (FFT) is a typical transformation used with current
sensor feedback for diode failure detection. The distorted current was transformed in [20, 21], by

FFT to extract useful components that are fed into certain logic to realize fault diagnosis. By



using AC ripple current as a source of information, harmonic analysis was able to detect diode
failures.

In addition to semiconductors, the OC fault and SC faults may occur in other
components. A common cause for inductor SC fault is temperature rise due to overload or when
induced from other faults [8]. High temperatures could cause winding insulation to melt and thus
short circuits between all or some inductor turns, leading to a decrease in inductance. Impacts of
an inductance decrease include increase in a converter’s (or filter’s) resonant frequency and
undesired voltage tracking in a closed-loop control. In [8], a control strategy to detect inductor
SC faults is proposed by using the critical and resonant frequencies of a converter. Once a SC
fault occurs, the resonant frequency would suddenly increase, and the converter would lose its
regulation leading to flagging a fault. Induction motor drives have been very useful in providing
insight into inductor and capacitor faults due to their common presence across both industrial and
research literature. Induction motor winding faults are very useful in understanding inductor
faults, and faults in DC link capacitors in induction motor drives are useful in understanding
capacitor faults [9]. Common causes of DC-link capacitor failures include dry soldering,
mistakes during system integration and manufacturing, material stress due to temperature cycling
and environmental conditions, in addition to inadequate sealing that can cause dryness of
dielectric material or humidity leaks. An OC fault in a DC-link or filter capacitor could increase
current harmonics after the capacitor in addition to voltage ripple across the capacitor terminals.
Spikes caused by current ripple could damage other components in a power electronic system
such as semiconductors [10]. The SC fault may lead abnormal currents passing through other
components including damage to the power source with abnormal currents mainly having

overshoots [11]. Threshold-based fault diagnosis for capacitor OC was used in the literature



where only capacitor faults were considered, which made fault diagnosis easy [12]-[14], with a
major measurement being the ripple voltage across the capacitor. Temperature rise in capacitors
is another measurement useful for fault diagnosis as shown in [15]-[18]. A combination of
measurements, sensor fusion, and other sensor feedback provided better decision making, such
as by combining voltage ripple, load condition, and power source condition [19]. Compared to
traditional systems, many emerging power electronic applications have more emphasis and need
for fault tolerance, e.g., more-electric aircraft, submarines, satellites, hybrid and electric vehicles,
and others, where faults could cause catastrophic failures. Intelligent fault detection and recovery
thus has essential priorities in present and future power electronic systems.
2.2 Review of Fault Diagnosis Methods Applied to Power Electronic Converters
2.2.1 Wavelet Transformation

Significant work in the area of fault detection and diagnosis has already been established.
The work includes the utilization of wavelet theory where sensor feedback waveforms are
transformed into more useful waveforms with more obvious features that help with fault
diagnosis. Wavelet theory has been essential in power grid applications where by analysing fast
transient measurements under faulty conditions, and with the help of some monitoring devices,
the fault could be located and the distance of the fault from the reference point could be
measured. The discrete wavelet transform has also been commonly used where measured signals
are decomposed at several different levels. If a fault event occurs, the decomposed signals would
be compared to healthy ones to detect and locate the fault, otherwise, the transformation and
comparison would keep tracking online [22]. The most common application of wavelet theory
has been in the enhancement of the power quality due to its ability to analyse harmonics of

various measurement of a power system. In power electronic circuits, such as DC/DC converters



and DC/AC inverters, wavelet theory is useful in the presence of inherent harmonics due to
PWM or other switching schemes [23]. The wavelet-theory-based fault detection in power
electronic systems shows excellent performance with OC and SC faults of power electronic
components due to drastic changes in many measurements, and the correlation with time
information could reduce the confusion when different faults happened at similar situations. With
voltage and current measurements being available in most power electronic converters, wavelet
theory can be widely adopted for various power electronic converters. A very typical wavelet
fractal method was presented in [24] where major steps are:
1. Before using wavelet theory, measured voltages and currents under fault condition were
obtained as time series;
2. After being decomposed using the wavelet theory, different signal sequences of different
frequency bands were found,
3. The correlation among signal sequences of different frequency bands was carried out to
obtain results with the help of fractal dimension information.
The process is shown in Fig. 4. In [24], the platform was a thyristor-based three-phase inverter
with four different fault modes: 1) Only one thyristor failed, 2) Same phase thyristor failed, 3)
Same half-bridge thyristor failed, and 4) Cross pair thyristor failed. If the number of failed
thyristors is more than one, they may locate at the same phase/bridge leg or different

phase/bridge leg where cross failure occurs.
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Fig. 4. Wavelet-theory-based fault detection

2.2.2 Neural Networks and Pattern Recognition
A pattern recognition algorithm assigns observations into different patterns based on the
knowledge of system features. For example, it is effective to assign rectifier switch faults into
different fault patterns to diagnose different types and locations of the faults [25]. This method
utilizes principal components analysis (PCA) to transform a set of observations of possible
correlated variables into the uncorrelated variables by reducing the dimensionality of the
observed variables, which are obtained from input three-phase line currents. Meanwhile, all
necessary information is not reduced with the reduction of the dimensionality of the variables.
Major steps of pattern recognition algorithm in [25] are as follows for a rectifier example:
1. The input rectifier three-phase line currents were measured and PCA is utilized to
transform variables;
2. The eigenvalues and eigenvectors of uncorrelated variables were computed,;
3. Fault condition judgement by comparing eigenvalues: If eigenvalues were the same, no
fault condition happened; if eigenvalues were different, a faulty switch existed,;
4. Fault diagnosis by using eigenvectors: The eigenvector principal direction would indicate

which phase of the rectifier failed.
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A neural network mimics an animal’s central nervous system that it integrates
observations it receives, and processes the observations to achieve the object of the system such
as classification and regression. Pre-processing is commonly applied to the observations to
extract useful information before the observations enter neural network processing system. The
process is usually separated into several steps, and each single step is named a “neuron”. The
process in the neuron follows the designer’s choice of suitable classifiers or regression functions.
To investigate the flow of a working neural network, three layers should be introduced: 1) Input
layer, 2) Hidden layer, and 3) Output layer. The proceeding of a neural network starts from
system activation by the input layer where the input data is weighted, and then neurons in the
hidden layer perform a user chosen computation method and continue to activate all neurons to
the end of this layer. Finally, the output layer determines which characteristics should be read.
The neural network has not been given a formal definition. Only the features mentioned above
can be identified as a neural network. Fig. 5 shows a typical layer construction of a neural

network.

Input Hidden Output
Layer

o

Pre-processing

Input# 1 . —

Input # 2 .

Input # 3 >

Neural Network

Fig. 5. Layer structure of neural network
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The neural network is commonly used to solve classification or regression problems,
which can be power electronics fault detection and diagnosis, or other complex systems. For
example, neural networks were used in [26] to detect and diagnose the rectifier circuit faults. As
mentioned before, system features are the basis of a neural network, so the error back
propagation (BP) algorithm is used to extract useful features of the rectifier circuit faults. Then
the extracted features are feed into the neurons to generate waveforms which relate to different
faults. From these waveforms, forward propagation method is used to generate outputs. The
generated outputs are compared with the desired output patterns, and then the error of each
output is obtained. Afterwards, the errors are transmitted back to intermediate neurons to
contribute final outputs for fault detection and diagnosis. This can be summarized as follows:

1. The output voltage and one phase voltage were measured;

2. The phase delay was applied to the first Ns samples of the output voltage;

3. The Ns samples of the output voltage were normalized with respect to the peak value of
line voltage;

4. The normalized values were feed into the network for calculation;

5. The output error was generated to feed back to contribute to the final output;

6. The fault results were obtained to form a code table. The fault types could be extracted
from the code table to diagnosis faults.

However, if the complexity of a power electronic system increases and even though the
number of basic fault types is the same, the increase in number of power electronics devices
causes significant growth in the fault universe. In this situation, the numbers of generated error
and fault patterns increase simultaneously, thus the effective organization and reconstruction for

this multiplicity are dramatically increased. Therefore, a more effective way termed recurrent
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neural network (RNN) is provided in [27], to resolve this issue using the BP algorithm but in a
different application. In RNN, multiple faults are grouped into small dimension fault pattern
vectors by a logical processing. Based on the fault pattern’s value, zero or one state from each
element in the vector is given, zero meaning no fault occurrence and one meaning fault
occurrence. By utilizing non-linear function mapping, the relationship between fault vectors and
fault codes is generated and stored in a network to form a code table. The advantages of this
method include: 1) The approach could solve normal problems effectively, 2) The extraction of
voltage waveform and trigger angle did not need pre-processing, and 3) It has very high
precision and fast detection speed, and is capable of real-time fault detection and diagnosis.
2.2.3 Fuzzy logic

The fuzzy control theory is another approach for fault detection and diagnosis. As stated
in [28], basic measurement and comparison are necessary, then the decision of fault conditions is
made by using pre-established membership functions. The logic inside the fuzzy controller is
called fuzzy logic, which is different from combinational logic with binary decisions for faults.
Fuzzy logic has several states across some input ranges, and for a single state, the different
membership levels are set to represent a certain input value’s proportion of contribution to the
output. Fuzzy rules are set by “if...then” logic which uses the states of inputs as conditions and
states of outputs as results. The proportion of contribution from each input is mapped to the
output. Finally, the mapped values are combined to generate the output value. Because limiting
the number of inputs to a fuzzy controller helps reduce complexity, the fuzzy approach is not
very applicable to complex power electronic systems. Three elements form a complete fuzzy
controller: 1) Input membership functions (MFs), 2) Fuzzy rules, and 3) Output membership

function (MF). The input process is called “fuzzification” and output process is called
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“defuzzification”. Fig. 6 shows the structure and the flow of a two-input fuzzy controller. More

details will be described in Chapter I1I.

Input MFs Fuzzy Rules Output MF
1. If Land L, then L.
Input #1 > > 2. If L and M, then L.
—> — Output
Input # 2 — —> |
n. If H and H, then L.

Fig. 6. Fuzzy controller with two inputs and one output

Different strategies which are related to fuzzy logic were carried out to solve the problem
of detecting component failure, and were proved to have good performance for fault detection
and diagnosis in systems containing multiple possible faulty conditions. Combining other
methods with fuzzy logic is an effective way such as the combination with wavelet theory [29].
In the combined method, the wavelet theory is utilized to transform the output signals under no
fault condition and all faulty conditions to obtain different sequence components. Based on these
components, a fault dictionary is generated to reflect the circuit status, and these coefficients are
fed into the fuzzy system as inputs to generate output for fault detection and diagnosis.
2.2.4 Dependency Matrixes

The dependency matrix is similar to the combinational logic based approach which will
be introduced in later chapters. It has been utilized in fault diagnosis [41]. Before applying
dependency matrix, test points are placed to monitor the system under study. The central part in
the dependency matrix is node selection. These nodes carried out by the combination of the
values obtained from test points, and they have binary states as zero (no fault happens) or one

(fault occurs). Dependency matrix had some definitions to optimize its performance:
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Some invalid test points are eliminated if these nodes have no contribution to fault
diagnosis results;
The conditions called undetectable faults which don’t exist in a dependency matrix
should be deleted,
Some faults are very confusing if they have same states combinations, these ambiguity

faults should be combined.

However, three differences should be noticed between the proposed approach in Chapter Il and

the dependency matrix approach:

1.

2.

All existing dependency matric applications in the power and energy area are in power
transmission systems and no applications are found in power electronic systems.

In the proposed methodology, if all kinds of faults can be detected after elimination of
some measured quantities, these quantities are eliminated as redundant quantities and the
dependency matrix approach does not have this characteristic.

After measuring or calculating each quantity, a threshold based on nominal condition will
be set in the proposed approach and is used to define correlation between various faults

and measured quantities, which is missing in the dependency matrix approach.

2.2.5 Other Intelligent Methods

The random forests and hidden Markov model (HMM) have been utilized for fault

diagnosis in [30, 31]. HMM has the basic layers as shown in Fig. 5, the only difference is the

intermediate states are not visible, each state has a probability distribution to the output with a

certain sequence which gives the information of the hidden states, and in the states, a number of

distinct observation symbols are defined. Optimization to some system parameters is performed

to fit the way the sequence of observation symbols comes about. Two algorithms are used for
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optimization: One is the Baum-Welch algorithm which starts with initial HMM parameter, and
the parameter is updated by maximum likelihood calculation and then the probability of the
observation sequence is obtained; the second one is forward-backward algorithm where the
features of a circuit condition are extracted, and the waveform samples are calculated for all
HMMs. The corresponding output which shows the top likelihood is recognized as the state
which relates to a certain circuit fault.

The random forest method utilizes auto-regressive (AR) model to extract features of a
power electronic circuit, before processing, it optimizes the faulty data by simplifying the
structure of the data and improving the speed and precision of the classification. After fault
extraction and optimization, data is structured as a tree which is a classifier. The system
examines the input vector on each tree in the forest. A unit vote is casted by each tree at the input
vector and the vote is processed to the end. At last, highest votes are selected as the fault decision.

Parallel systems in [32, 33] are also a good way to survive a system from failure. Parallel
systems require two fully functional systems to work simultaneously in parallel such that when
one system fails, the parallel one can continue working with the same functionality. This method
ensures a longer system lifetime and increases system reliability. Any fault diagnosis
methodologies can be applied to protect the parallel systems to further enhance their reliability.
Several other fault detection and diagnosis methods for power electronic systems are available,
e.g. observer-base methods [39] and can be implemented on microprocessors, e.g. [34]-[37], and
a review of several fault diagnosis methods in power electronics is available in [40]. Fault

isolation is also a way to avoid having fault conditions that influence system operation [38].
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2.3 Literature Review Summary

Though all the reviewed fault detection and diagnosis approaches have their advantages,
they are only useful in their certain applications or under limited conditions. The largest
distinction between the proposed approach and the existing methods are the coverage of fault
types. Great contributions have been done to detect and diagnose semiconductor faults, which
can be seen from previous literature review. Almost all of these approaches focus on
implementation in the switch OC and SC faults, such as the wavelet theory in [24] and the neural
network in [27]. In fact, there are four types of power electronic devices in power electronic
circuits. They are inductor, semiconductor switch, diode and capacitor, and all of these devices
have been proven to fail as stated in section 2.1. It is essential to establish a comprehensive,
simple, accurate, fast, and robust fault diagnosis approach to detect and diagnosis all possible
faults in a power electronic system. This approach should be tailored to specific topologies for
best fault diagnosis results.

This thesis proposes a generalized approach which has the capability to be applied to any
power electronic system. This approach/methodology relies on existing or basic measurements
for fault diagnosis, and utilizes this diagnosis to engage redundancy for system recovery. Two
strategies are introduced in this thesis: combinational logic and fuzzy logic. Comparing the
combinational logic with the wavelet theory in reference [23], the combinational logic does not
need data transformation, and it requires fewer complex concepts and knowledge than wavelet
theory, which gives a simple and intuitional way to understand and implement it. And the
multiplicity of states combination of the combinational logic shows the potential to distinguish
all kinds of fault types. It is also not necessary to have complex organization and reconstruction

to deal with multiple faults as in neural networks [27]. Another proposed fuzzy-logic-based
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methodology only uses fuzzy logic, by regulating the fuzzy rules and membership functions,
different fault conditions can be recognized and the system can be recovered. Comparing all the
methods used before, the proposed methodology provides the ability to diagnose all components’

fault in real time and achieves system recovery after fault occurrence.
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111.PROPOSED METHODOLOGY

The generalized methodology in this thesis includes the combinational logic and the
fuzzy logic, however, the implementation is not limited to these two methods. Even though the
differences between these two logic-based methods are significant, three common characteristics
in the stages of the input, processing and output are obvious. In the input stage, the demands of
various measurements are necessary to acquire the information of the system. On the processing
stage which is the main part for each method, even if the processing ways are different, the
correlation is a core requirement to achieve the implementation of these methods and obtain
desired results. In the output stage, regardless of the implemented method, the final outputs of
different methodologies all come to a binary case. The binary output decides the condition of a
system, and can be transformed to a switching signal which should be sent to the hardware
circuit for the system recovery. Two parts in this chapter are shown to explore the respective
characteristics for combinational and fuzzy logic.
3.1 Proposed Approach Using Combinational Logic

When a fault occurs in a power electronic circuit, it affects several if not all voltages and
currents on nodes and in branches, respectively. Based on the correlation between the occurred
faults and their effect on the measured signals, combinational logic can be used for fault
diagnosis and to engage redundant components for intelligent recovery as described later.
3.1.1 Mathematical Description

In general, assume that M measurements exit for essential voltages and/or currents. For
each measurement, P quantities are evaluated, as shown in Fig. 7, with an example quantity

being the mean of a measured signal. This yields Q measured quantities where Q=Mx>P. Also,
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assume that N components are susceptible to faults with each component having K fault

conditions, as shown in Fig. 8. Thus, Y different faults could occur in the system, where Y=NxK.

Measurement 1

C e Slade

Measurement M

Fig. 7. Measurements and related quantities Fig. 8. Components’ fault conditions
Component faults are defined as
f n=123.N;k=123..K, 1)
and their set is
F={f,n=123..N;k=1,23...K}. (2)
Measured quantities are defined as
OnpiM=123..M;p=123..P, 3)
and their set is
Q={d,,|m=123..M;p=123..P}. (4)

In (1)-(4), n is failed component index, k is component fault type index, m is measured value
index, and p is quantity type index. Correlation is defined as

B {1, Op = G

= * 5
0’ qmp < qmp ( )

ij
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where ¢;;i=mp, j=nk, c is the correlation results which represents the state of the fault, i is

quantity index, j is fault index. The resulting correlation matrix C combines a set of states for

each fault occurrence as correlated with each measured quantity:

Cy Cp .. Gy o Cpg
Cot Cp oo Gy oor Conk
co|’ : o - )
Ciy C, ... Cij T N
Cwpt Cwmp2 -+ Cwpj ... Cypn

Each measured quantity in Q varies with each fault. A measured quantity is assessed
online or in real-time and compared to a pre-determined threshold g*n,. A decision is made by
comparing each of the Q quantities to its respective threshold. This is reflected as a 1 or 0
decision where 1 represents a change in the measured quantity by more than the acceptable
threshold, and O represents a change in the measured quantity within the acceptable threshold.
Two unexpected conditions may occur:

1. Ambiguous fault: There exist faults that they have the same correlation combination:

{vf1, 200 €FL 0, €Q,3c; =¢,; =..} (7)
2. Redundant quantity: Some quantities have the same reaction to all faults:

{vq,,,9,,,.--€Q, f,, e F,3c, =c, =..} (8)
Then, the decision for Q inputs takes the form of a Q-bit number leading to Z = 2%1
combinations per fault.

Selecting the threshold is based on design specifications, requirements, and constraints

when available. Otherwise, common-sense engineering judgment is followed. For each of the Y
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possible faults, a combinational logic table can then be generated with an example shown in
Table 1 where c is either 0 or 1. Note that each column identifies a unique fault.

It is desired to reduce the number of M measured signals, thus a method is established to
eliminate some redundant inputs:

1) Some rows in the table might be the same, which implies that these quantities have the
same reaction to all faults and are thus redundant. For example, assume two identical rows
exist in Table 1; these quantities are thus redundant and only one is enough;

2) The difficulty of measuring related voltage or current values determines which of the
redundant quantities to eliminate. It is generally easier, more accurate, and more robust to
implement voltage measurements and evaluate their quantities compared to currents. Thus
for example, if two identical rows are one for voltage and another for current, current
measurement is eliminated;

3) Grounded measurements are generally easier than differential measurements;

4) At the end of the elimination process, Y faults should still be distinguished using the
remaining measured quantities being Q’'<Q.

Table 1. Example of combinational logic combination for M measured quantities and Y faults

Component 1 Component 2 Component N
Measurement 12 Tk|1]2 K|..[1]2 K
1 c|lcljc|jc|c|jc|jc|]clc|jc|c]|c]|c
1 i clcljc|jc|c|jc|]c|]clc|jc|c]|c]|c
P c|lcljc|jc|c|c|jc|]clc|jc|c]|c]|c
1 c|lcljc|jc|c|jc|jc|]c|c|jc|c]|c]|c
2 c|lcljc|jc|c|c|jc|]clc|c|c]|c]|c
P c|lcljc|jc|jc|jc|jc|]c|cjc|c]|c]|c
1 Cc
M H c| cC Cc c| c cC |cC c
P c|lcljc|jc|jc|jc|jc|]c|c|jc|c]|c]|c
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3.1.2 System Recovery and Approach Flowchart

In order to achieve fault recovery, the following sequence is followed: Once a circuit or
component fails, a fault is detected using combinational logic using a matrix or table as shown in
Table 1, and a redundant or spare component provides support to the system to enhance its
reliability. While this strategy could cause cost increase, it guarantees recovery when used with
proper fault diagnosis, and cost increase can be justified through increased system lifetime, zero
downtime, and postponed maintenance. When an OC fault occurs, a parallel redundant
component is engaged to support the circuit; on the other hand, when a SC occurs, the faulty
component is switched out of the circuit and the parallel component is engaged. This is
illustrated in Fig. 9. Also, sensors installed on each parallel component can be added to maintain
online current or voltage information. Measured signals are sent to the fault diagnosis and

intelligent where signal pre-processing is also achieved in order to get desired quantities.

Fault Detection &
Intelligent Recovery

@ Parallel
Component | [Switch S,
O r o——

@ Parallel
Component | [Switch B,

Fig. 9. Fault recovery using redundancy

I\

The correlation among these quantities is carried out by using combinational logic as
explained above, or fuzzy logic as explained in Section 3.2. The final decision is made and the
binary signal is sent to the switch S, or the switch B, to recover from a fault. If the upside
component is connected in the circuit, the initial condition of S, is set to closed and the initial

condition of B is set to open to make downside component as standby or redundant component.
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Appendix B: Simulation Models

Micro-inverter:

DC/DC Converter DC/AC Inverter
. o Tl
T : p;lrﬂ = T‘
[ ;‘ T-L Sg_pair
= 2 U
- =

Fig. B1. Simulation of micro-inverter

Cout pair with fault injection and recovery system:

@ Connl
—t
Voltage Measurement2
BE- R3 %
Outs
Ly
NoT

recavery

= ogical Operato

E "o E "o

NOT

(Gain-ogical Operator1 l

=

Stepl

é] Conn3

Fig. B2. Cy, fault injection and recovery system
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Table B1. Function of symbols in Fig. B2

Symbols Functions
R3 Capacitor current sensing resistor
OC MOSFET for OC injection
SC MOSFET for SC injection
S41 Isolation switch for failed component
B Series switch for redundant compoent
C2 Fault injested component
Cl Redundant component
R2, R1 No-ideal series resistance
Coc, Csc Fault injection signal with external control

Combinational logic quantity calculation:

RMS
[discrete) » -

RMS

Discrete RMS walue

In1

Mean » .H
[discrete)

Mean

Discrete Mean value

THD
[discrete) » -
THD

Dis orete Total Harmonic Distartiont

Fig. B3. Quantity calculation

Threshold comparison and logic “1” lock:

Signal lock

1

z
Unit Delay

MinMax

max

Qutl

ata Type Conversion

Convert

4

Threshold comparison -C-

max

Logical Ope

Relational Operator

<=

rator1

OR

il

&

In1
Relational Operator?

<=

min

Fig. B4. Threshold comparison and signal lock design
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Fault diagnosis:
An m-file was used to build the fault diagnosis system initial, since it has exactly the same

function shown in Fig. 21. An example code is shown below.

if isempty(Trip3) || isempty(Trip state3)
Trip3 =0;
Trip state3 = 0;
end
if RIL1I==0 && RVS2==1 && RVC1l==0 && RVB==0 && RVB2==0 && MIL1==0 && MVS2==
&& MVCl==1 && MVB==0 && MVB2==0 && TILl==1 && TVS2==0 && TVCl==0 && TVB==0 &&
TVB2==
Trip state3=1;
Trip3=1;
else if Trip3==
Trip state3=0;
end
end
y21=Trip state3;

Fuzzy logic quantity calculation subsystem and fuzzy controllers:

Quantity [ ] Fuzzy  Fault diagnosis
calculations controllers signal
1LV
RMS » ]
1 In1 g »
Mean »
Fuzzy Logic Controfen IV
value measurement| _ |:|
RMS » VD2V
i |
Mean L
Fuzzy Logic Controller
value measurement |:| VD2VM1
™
BN — VS2WM
i In1 I_‘
Mean ! Lay >
value measurementy _ |:| Fuzzy Logic Controller? VSV
HLE » VCVM
P In1 TECEQ
Mean L
value measurament] Fuzzy Logic Controlkr Vo

Fig. B5. Fuzzy controllers
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Transmission enable system and maximum output comparison:

SM
comparison

o

Transmission
Enable

G

pr=——

Max value
obtaining

curt

)

i

i

dht

i

16

% @Ea

Fig. B6. Transmission system and maximum output obtaining
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Recovery signal lock by using signal lock design:

single

Date Type Conversion

Unit Deley1

N single
[

Dats Type Coversion

single

Dats Type Conversion2

Wlinfszc1
Unit Delay3
1
=
max
Minzc3
Unit Delay2
! It Out » 2 )
= L
2 out2 »{_ 2
Dz
N3 ou3 »_ o
s2
in4 Outs » 2
In5 Outs
Ig  Outf
Subsystem

-l single i
I

Data Type Cowersiond

Unit Delay5
Minhtaxs

-l single i
|

Data Type Cowersions

MinMax5

Unit Delay8

single

o e |
[

Data Type Comversion®

Fig. B7. Recovery signal lock
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Fuzzy logic with partial MFs:

1 True 't[

Fuzzification

[Even one quantity locates in area, output is still zero

AVSLRM

Activate Fuzzy Controlle

=

RMS MR :

Defuzzification

True |

ufk)

ontrol

Fuzzy rule

[Ensure denominator is not zero|

eeeee

Fig. C8. Partial fuzzy controller in LabView
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